®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA
®WNHAHCOBW MHCTPYMEHTH

B BbATAPUA

TEXHUYECKA CIHIENNIMOUKANINA

Oo60co0ena nmozunus 1 — ,,KoMnoTbpHa TeXHUKA U MPEKOBO 000pyABaHe.
1. Hacronen koMmoOTEp — 26 Opost

ITapameTsp

MuHHMAJHA TEXHUYECKH M3MCKBAHNUA

IIponecop

MuH. yetupusapeH, 6azosa paborna uecrora 3.1GHz, 4Mbcache, na mogabpska 64-6uToBU
UHCTPYKIIUU

OHepaTI/IBHa mamMeT

Mumn. 4GB 1600MHz; 4 x DIMM

TBBpA IuCcK

Mun. 500GB, SATA 111, 7200rpm

OnTUYHO YCTPONCTBO

DVD+/-RW SATA

Buneokapra

Integrated

P A3MIUPUTECIITHU CIIOTOBE

Mumn. 1 x PCle x4 slot, 1 x PCle x16 slot

Bxoano-u3xoaHu IOPTOBEC

Mun. 6xUSBmopra (one 4 USB 3.0 u muaumywMm 2 Ha ipennus nasen); VGA,
Displayport/HDMI/DVI; serial port; 2 XPS/2; RJ-45

Mpexa e 100/1000 Mbps
CurypHoct e Brpanen TPM
Kyrtus e Microtower/Tower
Mumika e USB, ontiuHa c¢bc CKpOJ OT MPOU3BOJMUTEISI HA KOMITIOTHPA
e USB, ¢ magnucu o BJIC, oT mpou3BoAUTENs Ha KOMITIOTHPa, ¢ U(poBa KJIaBuaTypa 3a 0bp30
KnaBuatypa
BBHBEK/IAHE
o [lIpensaputento uncramupana OC Windows 8.1Pro 64-bit niu mo-HoBa BepcHs; MPUIIOKEH
Codryep codpryep ot Buga Microsoft Office Home and Business 2016 niu exBuBaieHT. Benuku nuieHsn
3a npuinoxeH copryep ot Buaa Microsoft Office Home and Business 2016 niu ekBuBajieHT
CepTudukannoHHH e Ce Mark; Energy star
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI

B BbATAPWA

IlapameTsp MuUHMMAJTHU TEXHUYECKH U3MCKBAHMS
W3UCKBAHUS
Iapannus e MuH. 36 Mecena Ha MSICTO OT TPOU3BOJUTEINS

2. Monutop — 29 6post

ITapamersp

MuHMMAaJIHA TEXHUYECKH H3NMCKBAHUA

Paszmep

e Mun. 20 (pa3mMep Ha BUAMMATa YacT Ha MaTpHIlaTa)

Tun Ha MaTpunara

e TN/IPS/VAc LEDnoacseTka

Pezonronus

e Mun. 1600 x 900

'‘briy Ha BUAMMOCT

e Mun. 160 %160°

Bpeme Ha peakuus

e Makc. Sms

Spxoct e Mun. 250 cd/m2

Kontpacr e 1000:1 (Tummmuno); 3000000 (qIuHAMUYHO)
CBBp3aHOCT e VGA, Display port/HDMI/DVI
g:ﬁgff;iﬁummn e Ce Mark; Energy star; TCO 6.0
lapanmms e Mun. 36 mecerna

3. CupBbpu — 2 Opos

ITapamernp MuHHMMAJTHE TEXHUYECKH H3UCKBAaHHUS

e JIBympoliecopeH ChpBbp, 3a BrpaxkaaHe B CbpBbpeH mKkad. Makcumanna Bucounsa 2U, ¢
lacn BKJIFOUEHU PEJICH 3a MOHTaXX U BOJaY 3a KabenuTe;

e Munumym 1 Opoii nporecopu ChC CAEAHUTE TAPAMETPH:

e TakroBa yecToTa He mo-Maika ot 2,4 GHz;
[Ipouecopu

e bpoii Ha saapaTta He o-ManbK OT 12 Gpos;
e Pa3mep Ha kema He no-Marbk oT 20MB;
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®OHA HA
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DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI

B BbATAPWA

IlapameTsp

MuHMMAaJIHHU TEXHUYECKH H3NCKBAHUA

OneparuBHA MamMeT

Kamanurer Ha onepaTtuBHaTa maMeT He MO-Marbk oT 64 GB kato pa3Mepa Ha OTIeICHHS] MOTYIT
Ja e He no-Manbk oT 16 GB

Tumr DDR 4;

Cxopoct 2133 MHz;

Perucrupana;

ECC;

I[I/ICKOBa nmoacucreMa

He mo-maiiko ot 2 6pos 3,5 ToKaaIHu AUCKOBE C KalalUTeT He Mo-Majiko ot 2TB o6mo cien
RAID 1;

Xapnyepno 6azupan RAID xontponep ¢ noaapexkka Ha 0,1,10, 5, 6, 50, 60;

1GB ke cbe 3amuTa Ha JAHHUTE MPU OTHAJaHE Ha 3aXPaHBAHETO;

SD card

SD card 3a uHCTanMpaHe Ha BUPTyaTu3upamus copryep ¢ roaemuna muH. 32 GB

KonTponepu 3a goctsn 10
LAN

Munumym 6 6pos 1 Gb/s unrepdeiica

Pasmmpurennu ciorose

Bon3moxnocT 3a Muaumym 6xPCle cnoTa;

Brpanen nporecop 3a ynpasnenue, aa noaabp:xxka WEB untepdeiic u komanaen (CLI).
CoBmectuM ¢ SNMP v3 u [PMI v2.
Heo0xoaumo e fa ¢ BkitoueHa (GyHKIIMOHATHOCT 32 OTJAICYEHO yIpaBiIeHHE:

VYnpasieHue e OtnaneueH JOCTBII O KOH30J1aTa Ha ChbPBBPA;

e OrtjaneyeHo CIUpaHe U CTAPTUPAHE;

e MoHTHupaHe Ha BUPTYaJIHH YCTPOHCTBa, B ToBa uncio: USB, CD, ISO ¢aiin;

e Jla uMa Bb3MOKHOCT Jla U3I0JI3Ba OT/IEJIEH MOPT U/WJIM BrpaJieHUus: MpeKOB KOHTPOJIED;
3axpaHBaHe e Jla ce mocraBu ¢ pe3epBUpaHu 3axpanBaim mMoayau; Hot-plug;

e Jla ce mpenBuIM JIMIIEH3 3a CTapTHpPaHe HA MUH 6pOil paboTeIN BUPTYaTHU MAIlIUHH,
Jmensn HE3aBHCHUMO OT TSIXHATa OlepaliOHHA CUCTEMA;

e Cucremara, nuckosere 1 RAID koHTposiepa fa ca B CIIMCHKA 32 CbBMECTUMH KOMIIOHEHTH Ha
CopBMecTUMOCT

codTyepa 3a BUPTyaTH3aIIHS;
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI

B EbATAPYS
IlapameTsp MuUHMMAJTHU TEXHUYECKH U3MCKBAHMS
[Topnpexka e Munumym 36 Mecelia rapaHIIMOHHA NOJIPBAKKA, B pexuM 8xSxNBD.

4. JluckoB macuB — 1 Opoi

IlapameTsp

MuHMMAJIHHE TEXHUYECKH H3NCKBAHUA

ApxuTektypa

PesepBupan BUCOKOHASKIEH NTMCKOB MacuB. Jla pa3nonara ¢ MUHIMYM 2 Oposi KOHTPOJIEpU
paboreru B pexum Active-Active. PesepBupanu 3axpaHBaHus ¥ OXJIKIaHe, MOAIPHKKA HA
hot-spare auckose; Kontposepute TpsOBa /1a MO3BOJISBAT AOCTHII 0 JAaHHUTE KaKTO Tpe3
Blocknpotokon (FC u iSCSI) taka u NAS (CIFS & NFS)

JlnckoBe

JuckoBara cuctema J1a 6b11e foctaBeHa ¢ MUHUMYM 12 6post 600 GB SAS, 10,000 o6opoTHI
JIMCKOBE; paboTely 0 chBpeMeHeH mpoTtokoi SAS 12 Ghit
Cucremara na nogabpxa none 150 mucka;

ITameT

Jla nputexxaBa Munumym 48 GB mamer 3a usna cucrema;

WnTepodeiicu

Ja nputexxaBa MunumyMm 4 x 10 GbiSCSI 3a 1smara cucrema;

JIunensu

Junamuuno nposusupane (Thinprovisioning);

MoOMEeHTHH CHUMKH Ha JIOTHYECKUTE ISII0BE — MHUH. 16;

Permuukupane Ha TOTUUECKHUTE JISTIOBE;

Konupane Ha JIOTUYECKUTE JIATIOBE;

JIuuens 3a NFS u CIFS

JInnens 3a AMHAMUYHO pa3npeieieHne Ha TaHHUTE BbpXY Pa3IMuHU TUIOBE Auckose (SSD,
SAS, NL-SAS) B 3aBHCHMOCT OT U3IOJI3BAHETO UM

Cpenctsa 3a HaOIIO/IEHUE HA TTPOU3BOIUTEIIHOCTTA HA CUCTEMATA

Beuuku nuneHsu fa ca nmpeABUACHU 32 MAKCUMATHO MOAIbPKAHUS KaNaluTeT Ha CHCTEMAaTa;

VYnpasieHus

I'paduuen (GUI) u komanaen (CLI) unrepdeiicu 3a ynpaBieHue;

[lacn

3a BrpakaHe B KOMIMIOTbpeH mkad. MakcuManna Bucouna 2U, ¢ BKIIIOUEHHU PEJICH 3a
MOHTaX.
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®OHA HA
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DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI

B BbATAPWA

IlapameTsp MuUHMMAJTHU TEXHUYECKH U3MCKBAHMS
e Cucremara ia 6b€ JOCTaBeHA C BCHUYKM HEOOXOIUMH KaOeln 3a pe3epBHpPaHO CBbP3BaHE HA
BCEKHU OT KOHTPOJIEPUTE KbM KOMYTAaTOPHUTE OT TOYKA /, KAKTO ¥ BCHUKU HEOOXOUMH Kabenu
3a CBbP3BaHE KbM €J1. 3aXPaHBAHE;
e MuHuMyMm 3 roauHHU B pexuM 8X5;
e Ilognpbkkara ja OCUTYpsiBa Haii-HOBU BEPCUU Ha JIpaiiBepH, CUCTEMEH codTyep u copTyep 3a
[Tonnpbxka
yIIPaBJICHHUE;
e BpewMe 3a oTcTpaHsBaHE Ha XaplyepHa MoBpeaa - cieasail padoteH neH (NBD).

5. Codtyep 3a BUpTyanu3amus

ITapamersp

MuHMMAaJIHY TEXHUYECKH U3MCKBAHUA

bpoii nuien3u 3a
(U3HYECKU MAIIHU

Jlunens 3a paboTa ¢ BCHYKU CHPBBPHU, ONMUCAHU B TOYKA 3;

JIunens 3a MEHUIKMBHT
CBPBBP

Munumym 1 Opoii, ¢ BB3MOXKHOCT 32 YIIpaBJICHUE Ha BCUYKH (PU3HYECKH ChPBBHPU;

HNucranupane Ha
XUIepBansop

[Tonnpbikka 3a HHCTANMPaHE Ha XUIIEPBa30p TUPEKTHO BbPXY cepTUUIMpaH xapayep 6e3
HE00XO0IMMOCT OT XOCT OIlepallMoHHa cucTeMa; Jla morbprka HHCTanupane Bbpxy SD kapTa.

Bupryanuzanus

IIsnna BUPTYyaIM3alusd Ha MaMETTa, IMIPOLUCCOPUTE, JIOTUICCKUTE JUCKOBE U MPEIKOBUTE
aZlaliTepu;

OrnepalluOHHU CUCTEMHU

I[a noAABpIKa Pa3HOPOAHHN OIICPALITMOHHU CUCTCMU;,

MoobwuiHocT

Jla mogpprka mpeMecTBaHe Ha paboTela BUPTyaTHa MalllMHA MEX/y XOCTOBETe, 6e3 1a pedn
Ha paboTara Ha HOTpeOUTEIUTE

Knbcrepuzamms

BB3MOXKHOCT 3a KITbCTEpU3ALMs HA BUPTYAJIHU MAlIUHUY;

Bupryanen komyrarop

[Ja nogabppka BUPTyaJieH KOMYTATOp 3a IOCThII HA BUPTYAIHUTE MalIMHU KbM LAN

Hanexnuoct

Jla morbprka BUCOKA Ha/IEXKTHOCT — B ClTy4yail Ha aBapusi Ha (PU3UYECKH ChPBBP, BUPTYATHUTE
MaIIMHU, paOOTUIIM Ha HETO Jia ce pecTapTupaT Ha paboTelns CbpBbp
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA
®WNHAHCOBW MHCTPYMEHTH

B EbALAPKA
IlapameTsp MuUHMMAJTHU TEXHUYECKH U3MCKBAHMS
e Jla mpuTexaBa Bb3MOXKHOCT 32 OEKbITUPAHE HA BUPTYATHU MAIIHHH.
CobxpaHenue e Jla mpuTexaBa Bb3MOXKHOCT 32 KOHCUCTEHTHO OEKbITMPAaHE HA MPUIIOKEHHUS, KaTo MOIICHCKA
cHcTeMa, CUCTEMa 3a yIpaBjeHue Ha 6a3a gaHHH, Sharepoint u zip.
Pennnkarus e Jla mpuTekaBa Bb3MOXKHOCT 32 OTJajedeHa PEIIMKalys Ha BAPTYAJIHU MalllMHUA
[Tonnpbxka e Munumym 12 mecena
6. Jluuensu
MuHHuMAaJTHH TEXHHYECKH H3UCKBaHUS KoauuecTBO

e JlunueH3 3a CbpBbpHA ONEpallMOHHA CUCTEMA, TIOKPUBALIA
JUIEH3UPAHE Ha 10 TPU MHCTaHIMK (00110 6) Ha 1BaTa
¢u3nvecku CbpBbpPa KOHOUTYPUPAHU BHB BUPTYaTHIIAPAILL]
kiberep . ChpBbpHaTa M1atopma TpsiOBa Aa MO3BOJISABA!
uHcTtananus Ha aupekropuiina (LDAP) ycnyra Ha mbpBa
CbpBBPHA MHCTAHLMS C BB3MOXKHOCT 3a KOH(pUrypauus Ha | 6 6pos
I'moGanen xatanor (Global Catalog) ¢ nnpopmarus
MI03BOJIEHA CaMO B PEKUM 32 YETEeHE , 32 00EKTU OT
JUPEKTOpHUiIHATA yCIIyTa, MOIEHCKaTa yciayra Ha BTopa
ChpBBbpPHA MHCTAHIIMA U yCIIyraTa 3a IpeJoCcTaBsiHe Ha
(aiiyioB TOCTBHIT HA TPETA CHPBHPHA HHCTAHIIN. .

e JluieHs 3a nouieHcka cucreMa. JInieHs3a 3a noueHcka
cucreMa TpsiOBa J1a MOKpUBa CleHUTE (YHKIIMOHATHOCTH
. [Mogaprxka HAa MUHUMYM 5 pa3iudHu 0asu 3a
ChXpaHEHHE Ha MOMICHCKUTE KYTHU HA TOTPEOUTETHTE , 1 Gpoii
HHuterparmus ¢ qupekTopuifHaTa cpena, Kato 3a
ABTETHUKAIMS U OTOPU3AIIMS B MOIIEHCKATa CUCTEMA J1a Ce
M3MO0J3BaT AKAYHTUTE OT AUPEKTOPUMHATA CpEAa.
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA
®WNHAHCOBW MHCTPYMEHTH

B BbATAPWA

MuHuMAJIHH TEXHUYECKH U3NCKBAHUA KoanuecTBO

[Tonnpwxka Ha TiI00aHA anpecHa kaura (GAL) ,
reHepupana ot I'mobanen karanor (Global catalog) Ha
nupekTopuitHara cpena. [loaaprkka Ha )KypHaI Ha
cpobmenusTa (Journaling).

o .HI/II_ICHS Ha 0a3a HOTp€6I/ITeJ'ICKI/I JOCTBII 3a U3II0JI3BAHC Ha

. 36 Opos
JMPEKTOpUiHATA yCiIyTa.
e Jlumens Ha 6a3a HA TOTPEOUTEIICKU JOCTBHII 32 U3MOJI3BAHE
Ha MoLIeHCKaTa cucTeMa. JlnneHsa TpsaoBa 1a MOKpHUBa
cienHuTe PYHKIIMOHAIHOCTH : paboTa ¢ email yciyra , 66
post

KOHTAKTH M 3aaa41, Bb3MOKHOCT 3a JOCTBII YPC3
webOpoy3bsp. Bp3MoXKHOCT 32 fenerupane Ha rnpasa Ha
nomiencka Kyrus (Role-basedaccesscontrol - RBAC).

7. Kowmyratop 3a moctsn — 2 O6pos

I[Mapamersp MuHHMMAJTHY TEXHUYECKH H3UCKBAHUS
O0mu e Komyrarop 3a 1ocTenn
. e Jla uma 48 Ethernet mopta 10/100/1000
MpexoBu unrepdericu .
e Jla pasmonara ¢ 4 mopta 10 GigabitEthernet
) — e Jla mogabpika KOMyTallMOHHA MaTpHIla ¢ KananureT MUHUMYM 160 Gbps
e Jla mogawpika npon3BoanTeNHOCT MUHUMYM 130 Mpps
e OnepatusHa nametr (DRAM) munumym 256 MB
[Tamer
e Flash mamer Mmunumym 32 MB
e Jla nogabpxa Muaumym 2 000 IPv4 mapmpyra
e Jla nogabpika MUHUMAalEH pa3Mep Ha Ethernet pamkara 9100 Gaiira
Kananurer .
e Jla mogabpka MuHUMYM 256 BupTyannu untepdeiica (SVI)
e Jlanmogabpxka VLAN
[Iporokonu e Jla mogabprka aBTOMaTHYHO KOH(QUIypUpaHe Ha TOPTOBETE, IPU BKIIIOUBAHE HA YCTPONCTBA KbM
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DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI
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IlapameTnp

MuHMMAaJIHA TEXHUYECKH H3NCKBAHUA

TAX
Ja nonabprka aTomarnyHo MDIX u aBromatnuno n3bupane Ha half/fullduplex pexxum Ha
HIOPTOBETE

Ha nonawpka LinkAggregationControlProtocol (LACP) 3a arperupane Ha mopToBe

Ha nogaspxka TFTP u NTP npoTtokonu

Ha nonabspska RMON 3a HaOm0/1eHre U yIIpaBlIeHHUE

Ja nmonabprka GyHKIMOHATHOCT 32 OTIAICYCHO cie/leHe Ha TpaduKa Ha JaJieH MOpT

Ha nonaep:ka DHCP snooping

Ja mogawspka Dynamic ARP Inspection

Ha nonmbprka 3ammuta ot [P spoofing araku

Ja nonmbpika ynoctoBepsiBane Ha notpedurtenute upe3 802.1X, MAC authenticationbypass u
webauthentication

BB3MOXXHOCT 32 aBTOMaTHYHO U30JIMpaHe Ha ycTpoiicTBa B 000co0eH VLAN npu cBbp3BaHe KbM
KOMYTaTopa

Jla moybprka MOJAUTUKY 32 CUTYPHOCT Ha 6a3a mopT

Ja nognwsp:xka SSH u SNMPV3

[Ja nognwpixa ynocrosepsiane upe3 RADIUS nportokon

Ja monnbpixa RapidSpanning-treeProtocol (IEEE 802.1w)

Ja nonabprka RapidSpanning-treeProtocol 3a Bceku VLAN no otaenHo

Ja nognwspxa STP (IEEE 802.1d)

Ha nonawpixka IEEE 802.1Q VLAN

Jla nonabppika CTaTUYHU MapIIpyTH

Ha nonawpixka 802.1p Classof Service

Ha nonawpika Differentiated Services CodePoint (DSCP) knacudumupane na naketu crioper IP,
MAC u TCP/UDP nopt

Ja monabprka MEXaHU3MHU 3a IPEJOTBPATABaHE HA 33pBHCTBAHUS B U3XOASAIINTE M BXOISAIINTE
omaiku (congestionavoidance)

Jla moanbpika orpaHMuaBaHe Ha CKOpocTTa Ha npeaasane cnopes VLAN, MpexkoB mopT win
TpaduyeH NoTok

Jla monppika TeXHOJIOTHS 32 HAOMIOZIeHUE Ha TpaMIHUTE MTOTOIH, MPEMUHABAIIHN TIPE3
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IlapameTnp

MuHMMAaJIHA TEXHUYECKH H3NCKBAHUA

KoMyTaTopa, ¢ BbBAMOKHOCT 3a CbXPAaHCHUC HA I/IH(I)OpMaI_[I/IH

VYnpasnenue

e Web unrepdetic
e Ko#n3zonen nopt
e SSH

duznuecku
XapaKTEPUCTUKHU

e BB3MOXHOCT 32 MOHTaX B KOMYHUKAIIMOHEH Kad, kaTo 3aeMa He noBeve oT 1 RU

e Jla mogabpxa PoE mo crangapra 802.2af Ha BCHYKHU akcec MOPTOBE

Jla mogabpika TEXHOIOTHS 32 CTEKUpaHE € 10 § YCTPOHCTBA

Jla nMa HeOOXOMUMHUSAT Xapyep 3a U3rPakaaHe Ha CTEK MY ABaTa KoMyTaTtopa Ha ckopoct 2x10Gbps
Jla uma o 2 MMF 10Gbpsmoayna BB Bcekr KOMyTaTOp

PaGoten Temneparypen auanaszon ot 0° go 40 °C

Pab6oTtHa orHOcHTenHA BiaaxkHOCT OT 10 10 90 % (6e3 KoHIeH3aIus)

3axpaHBaHe

Ha numa AC 3axpanBane 110 240 V ¢ yecrora B o6xBart 50-60 Hz
Ha ocurypsia MeanTimeBetweenFailures (MTBF) me mo-manko ot 137 000 gaca
Koncymupana moutHoct He noseye oT 380 W Ha 3axpaHBaii MOy

CepBu3HO 00CTyXBaHe

36 Meceria XxapayepHa rapaHiiys ChC 3aMsiHa Ha MOBPEACHOTO 00OPY/IBaHE HA CIICIBAIIHAT

paboTeH JieH

e 36 Mecena JOCTBHII JI0 IIEHTHP 32 TEXHUYECKO OOCTY)KBaHE HA MPOU3BOIUTEINS HJIM HETOB
OTOPH3UPAH CEPBH3

e 36 Mecera I0CTHII 10 cOPTyepHUTE BIACHTH Ha MpesIaraHOTO 00OpYBaHE Mpe3 caifTa Ha

MIPOU3BOUTENS WIH Upe3 PU3NIECKH HOCUTENN

8. 3amwutHa cTena — 1 Opoit

IHapamersp MuHHUMATHN TEXHUYECKH H3HCKBAHUA

Tum: NGFW Statefulinspection

Bb3mokHocT 3a 6okupane Ha Web cTpanuna win npusiokeHue Ha 6a3a Ha penyTanus;
O YHKIIMOHATHOCT

IMonnpwxka nHa GranularApplicationVisibilityandControl (AVC);

[ ]
[ ]
e Bn3moxnocT 3a Advance MalwareProtection,;
[ ]
o Tlogapwxka Ha IPS duntpanus;
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ITapamersp

MuHMMAJIHA TEXHUYECKH U3UMCKBAHUA

Bu3moxxknoct 3a URL duntpanus ¢ mone 80 6post URL xareropuwu;

Bb3morkHocT 3a nHTerpanus cse Snort 1 OpenApplD;

[Monnpwxka Ha perynsapau akTyanu3anus Ha nporekiun CollectiveSecurityintelligence (CSI)
Bw3moxknoct 3a unterpanus ¢ MS ActiveDirectory;

Honapwxka Ha VPN. Makcumanen 6poii VPNPeers: 50;

IMomapwxka Ha IPSecSite-to-site VPN ( stokariust KbM JtoKarus ) — MmakcumyM 10 6post.
Bb3morkHocT 3a yBennuaaune 10 50 Opos;

Bu3moxknoct 3a SSL VPN

[Hognpbxka Ha AES kpuntupase;

[Tonapwxkka 3a paboTa ¢ mpeaBapUTENIHO crioeneHH KinodoBe (presharedkeys);
[Tonnpwxka Ha 5 6post VLAN. BeamoxHocT 3a yBenuuaBane Ha 6poit VLAN no 30;
Bw3moxxnoct 3a Active/StandbyFailover;

Hanuuue Ha 0T/I€TIeH KOMYHUKAIIMOHEH MOPT 3a yIpaBJIeHHE HAa yCTPOMCTBOTO

HpOI/I3BOI[I/ITeJ'IHOCT

MakcumaiHa nporryckarenna cnocooroct Ha Firewall dyaknnonamaocrra: 750 Mbps wiu mio-
BUCOKA;

MakcumanHa nmpomnyckaressa crnocooHoct Ha Firewall pyHkunonannocTTa npu
MyJATUIIpoToKojIeH TecT: 300 Mbps unu no-Bucoka;

AES VPN nponyckarenna cnocoonoct: 100 Mbps mnu no-Bucoka;

MakcumaiHa npomyckarensa cnocoonoct AVC: 250 Mbps;

MakcumaiHa npomyckarensa cnocoonoct AVC ¢ IPS: 125 Mbps

Makcumainsa npousBoautenHocT ¢ HTTP nakeru ot 440 6aiita ( AVC wmu IPS): 90 Mbps
Bpoit ennoBpemennn Bpb3ku (Concurrentconnections): 20 000.

Bb3MoxHOCT 3a yBennuaBane 10 50 000;

Crioco6HOCT 3a pa3KprBaHEe Ha HOBU BPB3KH 3a cekyHaa: 5 000

Bb3morkHOCT 32 pa3no3HaBaHe Ha mpuiokeHus — Hax 3 000;

Kareropusupanu URL ¢untpu — Han 280 munnoHa;

Wurepdeiicu

muH. 8 6p. 1 GbEthernetBase T nopra;
muH. 1 6p. 10/100/1000 3a ynpaBienue
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®OHA HA
OOHAOBETE

OOHA MEHWUAXBP HA
OUHAHCOBW MHCTPYMEHTW

B ELATAPUS
IMapamersp MuHMMAJIHU TEXHHYECKH U3MCKBAHMS
e wMuH. |1 Op. RJ-45 xoH3051€H
muH. | 6p. Mini USB xoH3051€H
3axpaHBaHe Homunanno 3axpanBaino Harnpexxenune 90 — 240 VAC,

OneparrBHa nameT Ha ycTpoiicTBoro: MuH. 4 GB
¢dnam namer: muH. 8§ GB

Hpyru

36 Meceria XxapayepHa rapaHiiys ChC 3aMsiHa Ha MOBPEACHOTO 000PYABaHE Ha CIICBAIIUSAT
paboTeH JeH

36 Mecera JOCTHII J0 IEHTHP 332 TEXHHYECKO 00CITy)KBaHEe HAa TPOU3BOAUTENS HITH HETOB
OTOPU3UPAH CEPBU3

36 Mecena JOCTHI 10 cOQTyepHUTE BIIICHTH HA MIpelaraHoTo 00OpyIBaHE Mpe3 caiiTa Ha
MIPOM3BOUTEIS HIIM Upe3 PU3HUCCKH HOCHTEIN

CepBu3HO 00CTyXBaHe
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA

®UHAHCOBW MHCTPYMEHTM 9.AnTHBHpYyCHa 3amuTa — 1 6poit

B BbATAPUA

ITapamersp

MuHMMAaJIHA TEXHUYECKH N3NMCKBAHUA

O0mmu

JlocTaBka U MHCTaJIMpaHe Ha COPTYEPHHU JUICH3U 3a ISUIOCTHA aHTUBHUPYCHA 3allUTa Ha
ChPBBPH, paOOTHU CTAHIIMU U PEHOCUMHU KOMITIOTPH

3amura Ha IMOIIEHCKA
CBhPBBP

CodTyepbT a BKIIOUBA 3aIIMTA HA TOLICHCKHA CHPBBP U MOIIEHCKU KyTHH OT BUPYCH, CIIaM
APYyru HECXKCJIIAaHU NPUIIOKCHHA, KAKTO U Bb3MOKHOCT 3a 3aJJaBaHC Ha IIpaBuJia U IIOJIUTHUKU 34
yIpaBJieHue Ha ejekTpoHHaTa rmoma. CodTyepsT TpaOBa 1a ©Ma Bb3MOXKHOCTH 32 CKaHHPaHE Ha
€JIGKTPOHHATA TOIIIa 32 BUPYCH, HEXKEIAHU MPUIIOKEHUS U JPYTH 3aIUIaXy IPU HOUICHCKUS
CHPBBD U NpH KiaueHTure. [Ipu oTKkpuBaHe Ha onacHU (aiiIoBe U CKPUITOBE B MHCMaTa TpsiOBa
Ja npeamnpuceMa CbOTBECTHUTE HeﬁCTBHH 10 IpEMECTBAHCTO WJIN USTPUBAHCTO UM, KAKTO €
3a7ajieHo ot aaMuHucTparopa. CodryepsT TpsiOBa 1a pa3mnosara cbC COOCTBEHA KapaHTHHA C
BB3MOKHOCT 3a euHupane Ha whitelisting/blacklisting. /la nma Bb3MOXKHOCT 3a J00OaBsiHE HA
cbOOIIEHNsI B IPOBEPEHUTE MHCMa, Y€ ca OWJIM CKAaHUPaHH 33 BUPYCH.

VYnpasnenue

Jla mpenocraBs LEHTpaIU3UpaHa aIMUHUCTpALUs OT eHa KoH3o1a. CopTyepbT TpsOBa 1a
IIPEIOCTABsI BB3MOYKHOCT 3a OTAAJICUYEHO UHCTAIMPAHE U aIMUHUCTPUPAHE Ype3 U3I0I3BAHE HA
CIIeMaJIM3UpaHa KOH30J1a 32 HEHTPAIM3UPAHO YIIPaBICHUE HA BCUYKHU ITPOLIECH HA OTAAICYEHO
CBBP3aHUTE ChPBBPU U PAaOOTHU CTAHLIUU.

[a npenocTaBs HHTErpalys 1 CAHXPOHU3ALMS C TUPEKTOPUITHA yCIIyra, BKIFOYUTEIHO
aBTOMAaTHYHA MHCTAaJalMsl Ha HOBU ChbPBBPU U paOOTHU CTaHIIMH.

Jla nma Bb3MOXKHOCT 32 KpUnTUpaHa https KOMyHHMKalKsa MEXy HHCTAIUPAHUTE areHTH U
LEHTPAJIU3UPAHOTO YIIPABIICHUE.

Jla uMa Bb3MOXHOCT 3a HEHTPaIU3UPAHO TeHEepUpaHe Ha TUAarHOCTUYHU (hailioBe 3a BCsAKa
MalluHa OT MpeXara.

Jla mpaBU HEHTPAIM3UPAHO CJIe/IeHe Ha JIOTOBETE Ha BCUYKH MOTPEOUTEINH.

Ja Mmo3xe na mpuiiara MHOTOCJIIOEH MOJIEII 3a IeJIETUPAHe U YIIPABJICHHUE Ha JOCThIIA 10
CpeICTBaTa 3a KOHTPOJI U CJIEJCHE Ha aHTUBUPYCHATA 3allluTa

Jla e chbBMECTHM € pa3iMyHU BUJOBE ONEepalluoHHU 32 U 64 OUTOBU CHCTEMU 3a ChbPBBPH U
KJIMEHTCKU MallllHU.

C eWH 1 CHIIM JINLIEH3 /12 TOKPUBA PA3JINYHU ONEPALlOHHU CUCTEMHU, BEPXY KOUTO CE€
uHctanupa — Server, Desktop, Linux, u T.H.

Jla nma Bb3MOXKHOCT 32 OTJaJICYEHO yIpaBieHue Ha oucH, B T.4. 1a ©UMa Bb3MOXKHOCT 32
oTJajieueHa MHCTANIAINs, TPEUHCTAIAMs U KOH(UTyparusl.
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA
®WNHAHCOBW MHCTPYMEHTH

B ELATAPUA
IlapameTsp MuUHMMAJTHU TEXHUYECKH U3MCKBAHMS
e Jla ©Ma BB3MOXKHOCT 3a MHCTAJIALIMS IIOCPEACTBOM I'PYIIOBH ITOJIUTUKH WU APYTU aHAJIOTUYHU
METO/IH.

e Jla umMa Bb3MOXKHOCT 332 OTKpUBAHE HA HE3AIUTCHU KOMITIOTPH B MpeXKara.

e Jla uMa Bb3MOXKHOCT 32 OTJAJICUECHO CKaHUPaHE MPH HEOOXOAUMOCT.

e Jla uma Bb3MOXKHOCT 32 Ch3/IaBaHE Ha OTYETH, MOAPOOHH U CyMapHH, 32 ChOUTHUATA B MpexkKarTa
(Opoii ckanupanu ¢aiaoBe, Opoit BUpycH, OpoH 3aIllUTCHU/HE3ATUTEHN CTAaHITUHU U T.H.).

e Jla mu3mpaia u3BecTus IPU Bb3HUKBAHE HA MPEIBAPUTEIHO NePUHUPAHU CHOUTHSA (OTKpHBaHE
Ha BUPYCH, OOHOBSIBaHE Ha IeHUHUIIMU U JIp.).

e Jla uMa Bb3MOXKHOCT 32 aBTOMaTHYHO OOHOBSIBAHE Ha SJPOTO M aHTHBUPYCHUTE JCPUHUITUH.

e Jla uMa Bb3MOXKHOCT 32 aBTOMaTHYHO PAa3MpPOCTPaHEHUE Ha OOHOBSBAHUSATA.

e Jla naBa Bb3MOXKHOCT 3a TPYIUpPaHe Ha KJIMCHTUTE U 33/1aBaHe HA PA3TUIHU
npoMIN/HACTPOUKH 32 PA3THUYHUTE TPYITH.

e Jla uma Bb3MOXKHOCT 32 3ajlaBaHe Ha BPEMEBH JMalla30HH HA CKAHUPAHE U OOHOBSIBAHE.

e Jla moyrbpika JIOKAJIHU ChPBBPH 32 Pa3NpOCTpaHEeHUE Ha JIeOUHUIIMH, OOHOBJICHUS U CIIC/ICHE
Ha XypHAJIUTE HA CHOUTHUSATA.

e Jla uMa Bb3MOXKHOCT 32 OOHOBSIBAHE KaKTO OT JIOKAJIEH ChPBBP, TaKa U TUCTAHIIMOHHO OT
CBHPBBP Ha MPOU3BOAUTEIIS.

e Jla ochuiecTBsiBa (paityioBa 3aluTa B peajHO BPEME.

e Jla maBa Bb3MOXXHOCT Jia C€ KOH(UTYpUPAT CIHUCHIIN C MIO3BOJICHU/3a0paHEeHH yeO-callToBe caMo
0 TSIXHOTO ChABPKaHHE.

e Jla mMa BB3MOXKHOCT Jia OJIOKHMpa U3IMOJI3BAaHETO HA MPEHOCUMHU yCTpoiicTBa, karo USB, ¢uarm
namMeTH U T.H.

e [Ilo Bpeme Ha OOHOBSIBaHE Ha AaHTUBHPYCHUTE HC)UHUIINH U CKAHUPAHE, AaHTHBUPYCHHST

Hpyru codTyep aa He non3Ba nosede oT 50% oT pecypcute Ha nporecopa 1 RAM namerra.

e 3a BCHYKM paOOTHU CTaHIIUU, O€3 3HaUeHHE Ha KOH(UTypaIusaTa U ONlepallMOHHATa CUCTeMa, Ja
paboTH elHa BEpCcUs HAa aHTUBUPYCHHUS MAKET.

e Jla nma BB3MOXKHOCT 3a OJIoKUpaHe/3abpaHa/ CTapTUPAHETO HA MIPEABAPUTEITHO 3aaACHU
nporpamu (IIpumep: ICQ, BitCommet, BitTorrent, Skype u T.H.)

e Jla nmMa BB3MOXKHOCT 33 CKaHUpaHe Ha apXHBHHU (hailyioBe B MO3HATUTE (POPMATH 32 KOMIIPECHS;

e Jla nMa BB3MOXKHOCT 32 IpeMaxBaHe Ha MAaKPO-BUPYCH U BH3CTAHOBSIBAHE Ha JOKYMEHTH.
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®OHA HA

®OHAOBETE

DOHA MEHWUAXBP HA
®WNHAHCOBW MHCTPYMEHTH

B BbATAPWA

IlapameTsp

MuHMMAaJIHHU TEXHUYECKH H3NCKBAHUA

Jla imMa Bb3MOXKHOCT 32 KapaHTHHUPAHE U M30JIMPaHe Ha 3apa3eHu (aiiose.

Jla iMa IeHTpaIM3upaH MOy 32 aBTOMAaTU4HO CO(TYepHO OOHOBSIBaHE JIO MOCJIEHA BEPCHS Ha
npuiIokKeHus Ha Tpetu npousoaurenu (Adobe, Java, Flash, Mozilla u 1p.) ¢ ien rapantupane
Ha HAaBPEMEHHO OCHTYpPEHa 3aIuTa oT mpooduBH (vulnerabilities).

Jla iMa BE3MOXKHOCT 32 U3IMOJI3BAHETO HA MUPPOB CEPpTUPUKAT C BH3MOKHOCT 32 H300p 10
noipazoupane win 1o00aBsiHE HA COOCTBEH TaKbB.

CepBu3HO 00cTyXBaHe

JloCTaBUMKBT ja OCUTYpH 36 Mecela AOCTHI 10 COPTYSPHHUTE BILACHTH

JIOCTaBYMKBT JJa U3BBPIIM HEOOXOANMOTO HHCTAJIMPaHe, HACTPOMKH Ha codTyepa u 6a30BoO
o0ydeHHe Ha CTIELUAINCTH Ha BB3JI0XKUTENA 32 padoTa ¢ IPOAYKTa.

JloCTaBUMKBT 3a TEPUTOpHATA Ha bbiarapus na nexinapupa BpeMe 3a peakiys Ha Bb3HUKHAI
npo0OJjieM 10 2 yaca B pabOTHO BpeMe.

JlocTaBUMKBT 3a TEpUTOPHUATA HA Bbarapus na ocurypsiBa moaaphKKa 1o eJIeKTPOHHA oA,
Tesne()OH 1 OHJIAKH CHCTEMa B PAMKHTE Ha CTAHJAPTHOTO CEAMUYHO pabOTHO BpeMeE ¢
BB3MOXKHOCT 32 ITPOCIeTMMOCT Ha 3asiBkuTe. [logappikkaTa TpsOBa 1a ce JOCTaBs 10
MIOCOYEHHUTE METO/IM, KaTO HEeliHaTa CTOWHOCT ObJIe BKIIOYECHA B IIEHaTa Ha coTyepa 3a mepuosia
Ha JIMIIeH3A.

10. Be3xuuHa TOuKa 3a IOCTHII — 1 Opoit

IlapameTsp MuHMMAJIHN TEXHUYeCKH U3UCKBAHUS
Cranmaptu e 802.11a/g/n/acwave 1
Texnonorust MIMO e  Munumywm 3x3 ¢ 1Ba cTpuiiMa

[[InpoyrHa HA YECTOTHUTE
KaHaJIH

20MHz, 40MHz u 80MHz

Data Rate

Munumym 300 Mbps 3a 802.11n
Munumym 867Mbps 3a802.1 1ac.

Hpez[aBaTenHa MOIITHOCT

EIRP 10 MakcMMaHO MO3BOJIEHOTO HUBO OT perynanuure B Penmybiuka boarapus

PaGotuu uecTtoTn

OT12.412 o 2.472 GHz
Ot 5.180 o 5.700 GHz ¢ u3kmtoueHne Ha kaHaiauTe 3a0paHeHH 3a u3noi3BaHe B PenyOnnka
bearapus
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®OHA HA

®OHAOBETE

DOHA MEHWUAXBP HA
®WNHAHCOBW MHCTPYMEHTH

B EbATAPVIS
IlapameTnp MuUHMMAJTHU TEXHUYECKH U3MCKBAHUS

e HesaBucum ot kimenta beamforming 3a 802.11a/g/n/ac kiueHTH.

e VcrpolicTBaTa 3a 0€3:KUUYEH JIOCTHII Ja MOAAbPKAT peKOMOMHUPaHE Ha CUTHAJIUTE, IPUETH OT
JIpyru paguonapameTpu paznuunure anteHHu (MRC)

[TakerHo arperupane - A-MPDU u A-MSDU
JluHaMH4YHA CMSHA Ha YeCTOTA.

[IpoTokon 3a ynpasieHue ot |

RFC 5415 u RFC5416

KOHTpOJIEp

Brpanenu 2.4 GHz antena ¢ 360° xopu3oHTalHa AUMarpama.
AHTEHHU o

Brpangenu SGHz antena ¢ 360° xopu3oHTaIHa 1uarpama
bpoii SSID e Munumym 15

Ethernet uatepdeiic

Munnmym eaun 10/100/1000BASE-T nopt

[lopr 3a ynpaBieHnue

Kon3zonen nopt

1%05010%0:€:00078:

CBeTOI[I/IOI[Ha WHAWKaNHUA 3a: OICPATUBHUSA CTATYC U ACOLMUUPAHU KIIMCHTU

PaboTtHa Temneparypa

0° o 40°

[TonnbpkaHu cTaHIAPTH

IEC 60950-1

EN 60950-1

EN 50155

Radioapprovals:

o EN 300.328, EN 301.893 (Europe)

o EMI andsusceptibility (Class B)

o EN 301.489-1 and -17 (Europe)

o Directive 93/42/EEC

IEEE - IEEE 802.11a/b/g, IEEE 802.11n, IEEE 802.11ac IEEE 802.11h, IEEE 802.11d
Curypnocr - 802.11i, WPA/WPA2, 802.1X, AES, TKIP

EAP tunose:EAP-TLS, TTLS, PEAPVO/v1, MSCHAPV2, GTC, SIM
QoS — 802.11e, 802.1p, DiffServ
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI

B EbATAPVIS
IlapameTnp MuUHMMAJTHU TEXHUYECKH U3MCKBAHUS
3axpaHBaHe e 802.3af/atPoE/PoE+

MoHTax e Ha crena u okaueH TaBaH

CepBu3HO 00CIIyKBaHe

36 Mecera xapayepHa rapatius CbC 3aMsHa Ha MOBPEICHOTO 000pYy/IBAaHE HA CIICIBALMST
paboTeH neH

36 Meceria JOCTBIT JIO IICHTHP 32 TEXHUUECKO 00CTy)KBaHEe Ha MPOU3BOIUTEIIS WIIK HETOB
OTOpPHU3UPAH CEPBU3

36 mecemna JocThII 10 cCOPTyepHUTE BIICHTH HA MTPEeIIaranoTo 000OpyABaHE Mpe3 caiiTa Ha
MIPOU3BOINTEIS WK Upe3 (PU3NUECKH HOCUTEIH

11. Myntumenuen mpoextop — 1 Opoit

ITapamersp MuHMMATHE TEXHUYECKH H3UCKBaHHUS
TexHomorus: e DLP

Spkoct, lumens: e 3200 ANSI Lumens

Konrpacr: e 20000:1

Pazn. ciocobHOCT: e 1280x800

[Mogabpxane Ha hopmaru:

e 16:10 (native), 4:3, 16:9

3ByK:

e 3W built in speaker

[ym npu pabora, dB:

e 30 dBA (Standard mode), 26 dBA (ECO mode)

KoedunuenT Ha yBenuuenue:

e 1.1x

Onuus 3a 6€3KUIHO
IIPOKEKTUPAHE:

e Wireless projection by optional wireless dongle
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®OHA HA
OOHAOBETE

DOHA MEHWUAXBP HA

OVHAHCOBW MHCTPYMEHTI

B BbATAPWA
IMapamersp MuHMMAJIHU TEXHUYECKH U3MCKBAHMS
Bxosose: e 2 Analog RGB/Component Video (D-sub), 1 Composite Video (RCA), 1 S-Video (Mini
HOBE: DIN), USB (mini-B), RS-232 (mini DIN)
Nzxomau: e 1 Analog RGB (D-Sub), 1 PC Audio (Stereo mini jack)
HDMI: e 1 HDMI/MHL (Video, Audio, HDCP)
Jlammna, W: e 200W

Jlamma xuBor, h:

4,000 Hours (Standard), 6,000 Hours (ECO), 10,000 Hours (ExtremeEco)

IBsrt:

bsn

JIMCTaHIIMOHHO yNpaBJIEHUE

Ha

Wireless anmanrep

OHI_II/IOHaJ'IHO BKJIIOYCH KbBM KOH(bHpraHI/IHTa

12.  Croiika 3a npoeKTop 3a TaBaH — 1 Opoi

ITapamersp

MuHHMAaJIHHA TEXHUYECKH U3NMCKBAHUS

[Ipennaznauenue

3a MOHTHpaHE Ha MPOEKTOP

B13M0OXHOCT 32 HaKJIOH

+/-25 rpagyca

BBb3MokHOCT 3a BBpTEHE

360 rpangyca

XapakTepucTUKu e (C yeTupu rbBKaBU pamMeHa
Marepuan e (Cromana
IIBat o bsn

13. Enextpuyecku ekpaH 3a mpoekTop — 1 Opoii
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®OHA HA
OOHAOBETE

OOHA MEHWUAXBP HA
OUHAHCOBW MHCTPYMEHTW

B EbATAPYS
IMapamersp MuHMMAJIHU TEXHHYECKH U3MCKBAHMS

Tum oxauBane e Ha crena niu Ha TaBaH

Jlnaronan Ha KapTUHATa e 907

dopmar e 16:10

Koedunuent na orpaxenue

(Gain) « U

Tumn Ha IIATHOTO e MaxWhite

[[BaT Ha KyTHATA e ban

lNapannus e 36 mecena

OO0yuenne

ITapamernp MuHMMAJIHA TEXHUYECKH M3UCKBAHUS

O6yuere e Jla ce mpoBeae oOyueHHe Ha IepCOHAIa 32 MUHUMYM JIBa paOOTHU JIHU 3a paboTa ¢ 10CTaBeHaTa

TEXHHUKaA
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